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Overview
• How	it	came	about
• Bitcoin	in	detail
• Challenges
• Beyond	Currency



How	it	came	
about
• Satashi	Nakamoto

• Blockchains/Cryptocurrencies	
came	into	prominence	with	
Bitcoin

• White	paper	published	in	Nov,	
2008

• First	bitcoin	was	mined	3	Jan,	2009



Historically	how	did	
people	exchange	
value?



Ledgers

One	true	
source,	how	
true	is	it?



Trusted	intermediary?



How	about	a	
public	
ledger?



Transfer	of	
digital	assets	
is	not	the	
same	as	
transfer	of	
physical	assets





How	can	we	build	a	secure,	incorruptible	
system	in	a	trustless	environment?



Decentralized	
peer-to-peer	
network

Public	transaction	
ledger

Strong	
mathematical	
proof



Bitcoin:	
High-level	
Overview



Identities



Modern	Era

Cryptography

Classical	Era



Symmetric	Cryptography



One	Key

Anyone	with	
the	key	can	
access	it

Transferring	
keys	is	a	
hassle



Asymmetric	Cryptography



How	it	Works





The	wallet	software	
uses	the	unspent	output	
from	pervious	
transactions	to	create	
this	transaction

Alice creates a 
new transaction

Wallet

The	wallet	can	create	a	transaction	with	multiple	
inputsand outputs.	



Immutability



Structure	of	a	Transaction



The	signed	
transaction	
ensures	that	it	
is	coming	
from	Alice

Signed	Transaction



Structure	of	a	Transaction









Cryptographic	Hash	Functions

A	cryptographic	hash	function	is	a	
mathematical	algorithm	that	maps	
data	of	arbitrary	size	to	a	bit	string	of	
a	fixed	size which	is	designed	to	also	
be	a	one-way	function.



Sha256(’HELLO8’)	=	
d8ae00e2046dcd2b1e46565a84967e343b81e07eee16895c9146b0cc
8cbed47c

Message Hash

HELLO0 332840f1770b255cfa575247c43bbdad2dda2e083b4f10e9e906bb19b
7ebf6b1

HELLO1 de0908f14ca7100599d7abca6d532d13094379827faa2a1f7daa4c90b8
d7283c

HELLO2 1421c4691b03d0cd3b0d14cd0dd254487d58e486009c2a9714176008
0bd654ae

HELLO3 66b769237270c887138e1cc6dfc4785e325e45a20d73499f8a4980db2f
28c43b

HELLO4 b85b73224c1b104744d8ae9f0b29b0017387f54c69732d7ef6ff49f335
564ec3

HELLO5 a5e8efe56be3923e89d55fac8dff05f50e7cf3cd7e66c1f2a1745ffe7972
d498

HELLO6 49c565c90a5248f4ebe2d551ca6901c581093d836b8a0acd562f33808
007c5a5

HELLO7 23bcdfedac1a51c295805e67f18e41bd8b152921d3dfe8f962698b1b18
2bf245

HELLO8 d8ae00e2046dcd2b1e46565a84967e343b81e07eee16895c9146b0cc
8cbed47c



Byzantine	Generals	Problem







A	Block

Hash:	000000000000000000c679b8cac54f95c2a5733d36bbb80956101ece2cec6e37





A	Block	Chain



Any	forgery	is	easily	detected



Distributed	Block	Chain







A	Transaction’s	Journey



The	nodes	
check	the	
validity	of	the	
transactions



The	nodes	in	
network	place	
groups	
transactions	into	
a	block



Structure	of	a	Block



These	blocks	are	
mined	to	meet	
certain	
conditions	that	
ensure	the	
proof-of-work



Mined	blocks	
are	propagated	
across	the	
network



Other	nodes	in	
the	network	
extend	the	
chain



And	the	
process	
continues….





Why	should	miners	mine?



Coinbase
Transaction





Vulnerabilities

•Double	Spending	Attack
•51%	Attack



Mining



Things	to	note

• Limited	Supply
• Deflationary	Currency
• 10	minutes	to	create	a	block
• About	5	transactions	a	second
• Exponential	growth	in	mining	hardware
• Green	Transactions



Scalability

• Visa	does	25,000	transaction	per	second

• Paypal about	2,000	per	second

• Bitcoin	is	at	7	transactions	per	second



Alt	Coins

• Namecoin – Alternative	DNS
• Litecoin – Scrypt proof	of	work,	2.5	minute	blocks
• Zcash – Privacy	on	the	blockchain
• Ethereum



Beyond	Currency:	The	Blockchain



Validating	Transactions



Bitcoin	Script



Questions?


